Abstract-Over the years, the network management commu nity has been face to the need of designing new alternative man agement approaches able to support heterogeneity, scalability, reliability, and minor human intervention. Currently, there are two major alternatives that have been employed on the design and development of network management solutions. The first one uses autonomic computing and self-* properties, while the second one employs Peer-To-Peer (P2P) concepts and technologies. In the case of autonomic and self-* properties, there is a lack of investigations approximating the high level models to the management infrastructure, while P2P investigations suffer from the opposite problem. This thesis aims at bringing knowledge to issues involving the joint use of self-* properties and P2P.
I. INTRODUCTION
Network management is an important discipline whose main goal is to maintain the communication infrastructures and network services working in a proper manner. Along the years, several challenges have been faced by the research community on network management. Examples of such chal lenges are the definition of standard network management protocols (e.g., SNMP, COPS, NETCONF) and the investi gation of approaches to proceed with network management operations (e.g., centralized and distributed). Although the research proposed so far have introduced improvements on network management, there are several new challenges (e.g., reduction of human intervention, heterogeneity, scalability, reliability) that are not completely covered by the previous management approaches. The research community, in this way, started to investigate new alternatives for designing and developing network management solutions [1] .
One of the alternatives investigated is the employment of autonomic computing in network management [2] . The key issues behind autonomic computing are the reduction of human intervention and increasing the autonomous behav ior of the systems (e.g., self-configuration, self-monitoring).
Considering the network management community, it is also possible to evidence the use of other terms like autonomic communications, self-management, and self-* properties, to refer to the key issues related to autonomic computing [2] .
Another alternative explored by the research community is the employment of Peer-to-Peer (P2P) technologies on network management solutions. The use of P2P has been claimed to be a powerful alternative for enhancing connectivity across heterogeneous domains, scalability, reliability, and coopera tion among managers [3] . In fact, the literature shows that the investigations on self-* properties and P2P technologies constitute two major alternatives, currently, followed by the research community on network management.
In general, the investigations related to self-* properties and autonomic computing applied to network management focus their efforts on defining high level models, such as ontologies [4] and policies [5] , that are able to determine and drive the autonomous actions of the system. In contrast, P2P research applied to network management is mainly targeted to define the communication infrastructure of management solution [3] , infrastructure to support information dissemination [6] , and the connectivity of the management elements (e.g., managers, agents, devices) [7] . Thus, in the case of self-* properties, there is a lack of investigations approximating the high level models to the management infrastructure, while the P2P inves tigations suffer from the opposite problem. In this sense, self * properties and P2P constitute complementary techniques, whose joint use could be exploited as another alternative for the development of network management solutions.
Currently, there exists research showing the feasibility of the joint use of self-* properties and P2P technologies. For instance, there are some proposals of using self-* properties to provide a better management of the P2P network [8] .
Other proposals, for example, employ self-* properties to enhance the performance of the P2P systems [9] . However, the employment of self-* properties and P2P in order to build network management solutions has not been, so far, extensively investigated, and the potentialities and drawbacks of this union remains unclear. Therefore, this thesis aims at bringing knowledge to issues involving the joint use of self-* properties and P2P to contribute with the development of an alternative for designing network management solutions. This thesis establishes a line of investigation based on hypothesis and the methodology described as follows.
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II. HYPOTHESIS AND METHODOLOGY
Over the years, the development of network management solutions was focused on providing protocols, architectures, frameworks, and APIs -i.e. morphological aspects -while the design of the management application itself was always neglected. Pushed by the posed challenges, the network man agement community started to employ more sophisticated solutions, like the two ones described above: self-* properties and P2P techniques. However, most of those sophisticated solutions were still focused on the morphological aspects of network management. In parallel, discussions about the lack of truly distributed and cooperative solutions, and the lack of investments on algorithms started to be emphasized by the network community [1] , but no clear solution was proposed so far. Therefore, to overcome the focus on morphological aspects and find the key to truly distributed and cooperative solution, this thesis present the following hypothesis. The methodology to be employed to carry out the inves tigation is based on the development of case studies and accomplishment of integration issues on the design of self * properties and P2P techniques for the network management solutions. Case studies in the literature were identified and, actually, two of them were developed in this thesis. The first one investigates the employment of the self-healing property and P2P for the fault management of management platforms. The other explores the joint use of self-organizing property and P2P interactions in order to manage the amount of network traffic in network virtualization environments. Each one of the case studies has been evaluated and based on the observation of their characteristics and associated results it was possible to derive outcomes related to the joint use of the self-* properties and P2P-based approach on network management. These outcomes were important to derive high level ideas associated to the self-* P2P approach and to establish the contributions of this thesis. Next section presents the principles of the thesis that drive the development of the case studies.
III. PRINCIPLES OF THE THESIS
The investigations conducted in this thesis are devoted to ex plore how network management applications can be designed when sophisticated techniques like self-*properties are com bined with the distributed nature of P2P technologies. The goal is to investigate the connectivity and cooperative capabilities of P2P as the anchor for real distribution and embodiment of management actions inside the network environment, thus, creating cooperative self-* network management applications.
The range of network environments that could be investi gated is very large. However, despite the nature of the network (wireless or wired), dynamic changes and the need of reducing human intervention are some of the major characteristics of current networks. In this thesis, it is believed that the presence of those characteristics implies a set of specific management requirements, and this set justify the development of self-* P2P based network management applications. The management requirements considered in this thesis are:
• efficient use of the resources;
• agile management actions;
• management actions must be transparent for the users utilizing the resources of the network;
• enable more parallel and simultaneous behavior on the management actions instead of sequential one.
After analyzing the literature, it has become clear that the development a self-* P2P based approach for network management applications requires the definition of guidelines on integration of self-* properties and P2P. In this thesis, these guidelines are called integration issues and based on them, models, architectures, and algorithms will be developed for the case studies. The integration issues considered are:
• common knowledge of the management task;
• local information;
• parallel and distributed algorithms for decision-making;
• light self-elements;
• reduction of explicit and global coordination.
The next sections present the details of the case studies that are aligned with the management requirements and that are suitable for the employment of self-* P2P approach.
IV. CASE STUDY I -SELF-HEALING P2P SOLUTION ApPLIED TO MANAGEMENT PLATFORMS
Monitoring is essential in network management to iden tify problems in underlying communication infrastructures of modern organizations. However, current monitoring systems are unable to recover their internal faulty entities forcing the network administrator to manually fix the occasionally broken monitoring system. This case study, therefore, addresses this problem by introducing a self-healing monitoring solution that combines the availability and communication transparency of P2P-based overlays with self-healing properties.
In this case study, the self-healing property is focused on both maintaining and restoring the monitoring capacity of a management system. The failure model considered is based on crash failures of monitoring services or management entities hosting those services. The designed solution was applied to a NAC (Network Access Control) monitoring system. The solution achieves self-healing capacity by splitting in two different processes the functions of failure detection and sys tem recovery. Failure detection is executed inside management services that monitor final devices - Figure 1 . System recovery relies on special services called self-healing (that decides when new service instances must be activated) and self-configuration (that activates the new service instance as a reaction for the self-healing service decision) - Figure 2 . The self-healing P2P solution employ the integration issues by: using intra and inter group communication; specialization of tasks; local coordination of actions; embodiment of common knowledge of management tasks inside the managed environment and not on the border. """" "ncem The algorithm used to accomplish the reallocation of virtual elements is divided in five stages and is depicted in Figure   3 . First, locally each substrate node (i.e., Peer An illustration of the cooperative and parallel behavior associated to the execution of the self-organizing algorithm is presented in Figure 4 . The internal state of the self-organizing algorithm at the end of the first stage is depicted in Figure   4 (a). After the execution of the self-organizing algorithm in all substrate nodes (peers) of the network virtual resources where reorganized. The resulting environment is presented in Figure   4 (b), where "Nl#N3" has been moved to the substrate node "B" and the traffic from "VNl#N3" to "VNl#N2", that was considered by the self-organizing algorithm the cut-through traffic overloading "SL#4", is not there any more. The simulations ( Figure 5 and 6) showed that the benefits in terms of reduction of traffic load inside the substrate network are more expressive than the results in terms of reduction of latency of packets associated to the applications running inside the virtual nodes. Indeed, the high latency observed during the reorganization process is an important aspect to be observed, because it can become an issue that prevents the employment of the self-organizing P2P approach in different scenarios . Finally, the self-organizing P2P approach achieved the em ployment of common knowledge of management task, local information, parallel and distributed algorithms for decision making, and reduction of explicit and global coordination. The key for achieving those integration issues is the direct mapping of the self-organizing property into a unique self-element.
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VI. DISCUSSION OF THE MAJOR RESULTS
The self-* P2P approach is envisioned to be a fully dis tributed and cooperative solution for network and services management. The core of such approach is to explore the development of more sophisticated management applications that use parallel, distributed, and concurrent features of the environment in which they are embedded. Therefore, the integration issues act as a guideline to achieve the development of the desired sophisticated applications.
The analysis of the integration issues shows that there is a clear distinction on the developed strategies in each case study. The first one -L e., self-healing P2P -uses a more distributed strategy to solve the problem of healing the system. In addition, a relationship between these dimensions was also evidenced, and is depicted in Figure 8 . In essence, the process of designing a self-* property can start with the definition of which kind of cooperative degree is meant to be achieved or which is the desired type of self-* property nature. Once one of these dimensions is fixed the second one is a consequence. In addition, the definition of the design of the self-* property implicitly indicates which kind of P2P capabilities can be explored. It is important to remark that infrastructure P2P capabilities can always be explored by any design. However this tends not to be valid to P2P application capabilities.
• Indivisibl ._. Element . The main contributions of this thesis are listed below .
• A survey relating autonomic computing and/or self-* properties, P2P, and network and service management.
• The self-* P2P approach changes the angle that net work management solutions are typically developed from morphological aspects (such as APls, protocols, architec tures, and frameworks) to the design of the management algorithms. The focus is to explore the parallel and cooperative behavior of the management peers running the management algorithms.
• The self-* P2P approach proposes techniques (based on the case studies) for enabling a fully distributed and true cooperative behavior in the network management solution.
• This thesis presents a suitable approach to embed the management inside the managed elements without the need of external managers, in its turn, enabling a self management behavior. The consequence of the embod iment of management actions is a better support for designing and developing simultaneous and parallel exe cution of management actions.
• The contributions of the first case study are twofold. First, the definition of a management platform able to heal failed management instances without human intervention. Second, The determination of a trade-off between the recovery time and associated network traffic.
• The contributions of the second case study are listed as follows. Definition of a distributed management architec ture for network virtualization, using network manage ment applications based on complementary perspectives and P2P interactions. The neighbor peer interactions introduced by the self-organizing P2P solution repre sent a break through on traffic engineering. Definition of heuristics to identify cut-through traffic on substrate networks solely based on local information without using techniques of packet level inspection.
In addition, two main future work were identified. One is re lated to the investigation of the consequences when designing and employing different self-* properties using the selt'-* P2P approach on the same network management scenario. Second, to think in manners of formalizing the concepts elucidated with the design of self-* P2P solutions for distributed and cooperative network management application, so that this formal method can be applied for different types of self-* properties.
Summarizing, the investigation carried on this thesis [11] showed possibilities to rethink the way of designing and performing network management. The concrect results of this work are an european patent application [12] , and published papers [13] 
